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Unforgeability

e Step 2: prove inequality
branch honestly

- extract to-be-signed m.
from proof r,,, ;

- compute withess to prove
that C* — C does not
committo 0, i.e., m; # m™*

commits to m*

vk = (C*,D), sk = d

challenger

9 succeeds if:
- (m,, o;) verifies
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Our Approach [KLR26}

Unforgeability

 Step 3: forget d and simulate D

branch

encrypts m*

vk = (C*,D),sk = L

challenger

o/ succeeds if:

- (m,, o;) verifies
- m; pairwise distinct
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Our Approach [KLR26}

Unforgeability encrypts m*

e Conclusion: adversary provides vk = (C*,D),sk = L

forgery on message m*
challenger

- forgery includes proof that C* — € does not commit to 0

or
. D =dG
> either C* — Com(m™; 0)
commits to non-zero message

Tn.is C,, Ty i = (R;, ¢;» 2;)

—_— 5 | | 7 times

» orD =dG

(mlagl)a 9(mf laaf 1)

- both claims are frue — N

o/ succeeds if:

- (ml-, Gl-) verifies never

- m; pairwise distinct includes m* encrypts m™
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Our Approach [KLR26}

Unforgeability

 Conclusion: adversary provides  Core Observation: can embed DL
forgery on message mx challenge in both branches
- forgery includes proof that - in public parameters for Com and
verification key D
» either C* — Com(m™; 0)
commits to non-zero message - simulation as before
» or D = dG - rewind to extract some witness

from the OR-proof
- both claims are true
— any witnhess breaks DL
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