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» Proof of Opening Extraction

Assume A can output accepting transcripts

tro = [d, Y0, 20, to] and try = [d, 71, z1, t1]
Then

= (0 —m)c = EEERHEE]
o= (= a0 = /0= )

In total: x = (ZO = Zl)/(’YQ = ’}/1) in Zq
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Zero-knowledge proof for R = {((x, r), (X§#, a,b)) | x € [a, b]}
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Range Proof
+ (generic) commitment: ¢y = (X mod g ; ro
+ avoid trusted setup
+ optimize efficiency
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» Showing the Decomposition

Requires sending additional group elements and integers.

+ Commitments ¢, ¢z, c3 to decomposition x;, X, X3
+ Proof of openings of ¢y, ¢, c3

+ Additional mask (DLOG, Lattice, Class Groups)

+ Additional commitments (Lattice)
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- commits to x = |z/y] € Z
+ Honest: -+ S| - HOEERIAERS

+ Small Constants:
» i - 0 - (IRt
* commits to x+ a=|z/v] +
* Dishonest:
CaThr aeyTs =
« commits to |zo/v] + |z1/~] +{0,1}
« worse for non-equal denominator

— ensure that committed integers are small enough
— be careful about guarantees
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» Limitations - Group Size

Need to ensure no overflow in square decomposition:

1 +4X0(B—X0) = Z X,2

(=13

Can only check size of z;:

1 +420(B—Zo) = Z 2,2

i=1..3

— ensure that both sides are smaller than the modulus g
— leads to large group size
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» Optimizations

Zi=m;+7X;

+ Rejection Sampling: shorter masks — smaller modulus
« Repetitions: shorter challenge — smaller modulus
+ Fiat-Shamir: non-interactive range proof
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» Settings

+ DLOG: improves on Bulletproofs [BBB*18]
« Lattice: efficient for large batches

+ Class Groups: first concretely efficient unbounded integer commitment
scheme without trusted setup
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» DLOG

+ Decomposition: use (honest) homomorphic properties

+ Efficient range proofs for single x
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» DLOG

Security Parameter | 80 | 128
Range B =32

Proof size 88% | 81%

Prover’s work 12% | 11%
Range = 64

Proof size 89% | 80%

Prover’s work 6% | 6%
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» Lattices

« Decomposition with polynomial trick

+ Perform range proof for each component

* Amortized proofs more efficient than the state of the art in standard lattice
setting
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» (lass Groups

+ Same structure as DLOG version

* Larger group elements
+ No bounds on the committed values
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